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1. Npepnaraemoe pelweHne
1.1.

CepunHdpopm SIEM— npunoskeHue, npeaHasHadyeHHoe AnA cbopa M aBTOMATMYECKOro aHasm3a
COBLITUN  PA3IMYHBIX KOPMOPATMBHbLIX CUCTEM C LENbl0 BbIABNEHMA YIrpo3 WM HapyWeHUM MNOAUTUK
MHPOPMaLMOHHOM Be3zonacHoCTU. McTouHMKammn cobbituin ana CepunHdopm SIEM moryT ABAATbCA KypHabl
Active Directory, Windows Event Log, 6a3bl AaHHbIX, aHTUBUPYCbI, MOYTOBbIE CEPBEPA, CETEBbIE YCTPOMNCTBA,
NPUNOKEHUA U Ap.

Cuctema no3BosAeT paboTaTb HE TONbKO CO CTaHAAPTHbIMM COBLITUAMM (BXOA, B CUCTEMY, YAaneHue
YYETHOM 3ammcK, HasHayeHMe npaB AOCTyna M Ap.), HO M MO HACTPOEHHbIM MpPaBMIaAM aBTOMAaTUYECKM
BbIABAATb MOTEHLMANbHO OMacHble LEenoYKM Takux cobbiTui. MpaBnna GopmmpoBaHMA B3aMMOCBA3N MEKIY
COBbITUAMM NPelyCTaHOBAEHbI B CMCTEMY M 0013/1at0T BO3MOXHOCTbIO rTMOKOM HAaCTPOMKM.

1.2

KoHHekTopbl CepumHdopm SIEM B peanibHOM BPEMEHM OCYLLECTBAAIOT COOp AaHHbIX M UX aHaNU3:

— 1CConnector ocylecTBAAET YTEHNE CODLITUI KypHanoB pernctpaumn 1C;

— 1C TechlogConnector ocyliectBaseT YTeHne cobbITUn TEXHONOTUYECKUX KypHanos 1C;

— ABSConnector ocyliectsnneT yTeHue cOObITUIN »KypHasoB OWMOOK aBTOMATU3MPOBAHHOWM
baHkoBcKoM cnuctembl (ABC);

— ADMonitoringConnector oTciexmnsaeT U3MeHeHns aTpnbyTos 1 06bekToB Active Directory.

— CheckPointConnector obecneunsaet cbop cobbITuin MexceTeBoro akpaHa CheckPoint.

— CiscoConnector obecneunsaeT cbop cobbiThit ceTeBblx ycTporicTs Cisco.

— CustomConnector obecneuymBaeT cb0p AaHHbIX B COOTBETCTBMM C MHCTPYKLUMAMM CKPUMNTA
PowerShell.

— CWAConnector ocyulectBnaeT 4yteHue cobbiTnin KypHanoB 1C M KOHTPO/IbHO-BECOBbIX
annapaTos.

— DeviceConnector obecneunBaeT yteHue 6asbl AaHHbIx DeviceController, KoTopas coaepKuT
MHPOpMaUMo O dainax, KOMUPYEMbIX Ha MOAKAOYAEMblE BHELWHME YCTPOWMCTBA U
3aMyCKaeMbIX C HUX.

— DHCPConnector ocyuiectsnsaet yteHne noros Ha DHCP-cepsepe nocpeAcTBOM BbINOJHEHUA
Ha Hem PowerShell ckpunTos.

— DominoConnector ocyLLecTBAAET YTeHMEe N0roB NO4YTOBOro cepeepa IBM Domino.

— DrWebConnector ocyllecTBnseT noakatoyeHne K 6asam AaHHbix aHTMBMpyca Dr.Web u
YyTeHume Mx 3anucen.

— ESETConnector ocyluectsnseT cbop cobbITUIN aHTMBMPYCHOrO NporpammHoro obecneyeHums
ESET.

— ExchangeConnector obecneymBaeT YTeHMe NOroB NOYTOBOTO cepBepa Exchange.

— FileConnector ocyulectBnseT BblYMTKY 6asbl AaHHbix FileController, KoTopas coaeput
balnoByto aKTMBHOCTb MO/Ib30BATENEN.

— FortigateConnector obecneunsaer cbop cobObITUIA YCTPOMCTBA KOMMIEKCHOMCETEBOM
be3sonacHocTu FortiGate.

— GPOConnector oTcnexmBaeT M3MeHEHMA B HACTPOMKax OO BEKTOB rPyNMOBbIX MOAUTUK.

— KavEventConnector ocyulectsnseT noAkntodeHne K 6ase aaHHbix1Kaspersky m yuteHue ee
3anucen.

— LinuxConnector ocyulectsnseT cbop cobbituin OC Linux, Beb-cepsepa Apache, noytoBoro
cepsepa Postfix u FTP-cepBepa Very Secure FTP Daemon.

— McafeeConnector ocyuiectsaaeT noaxatodeHme K 6ase gaHHbix McAfee 1 uteHne ee 3anmcen.

— NetFlowConnector ocyliectsaseT nosyyeHne cobbiTuii 0 ceTeBOM TpadurKke MO NPOTOKONY
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NetFlow OT pa3/inyHbIX CETEBbIX YCTPOMCTB.

— OracleConnector obecneynBaeT YyteHne Tabauu, 6a3 gaHHbIX M noros Oraclelistener.

— PaloAltoConnector obecneunBaeT cbop cobbITUIN MexkceTeBOro aKkpaHa PaloAlto.

— PostgreSqglConnector ocyuiectsnseT yteHne SQL-3anpocos PostgreSQL 13 xypHanos Windows
«[punoxeHua».

— ProgramConnector ocyuwecTtsnset cbop uHPopmaumm 06 aKTUBHOCTM TMO/b30BaTENEN,
noAkto4Yanck K 6asam gaHHbix ProgramController.

— SIDLPConnector obecneumBaeT cbop cobbiTnin npunoxerHmin KNB.

— SqlAuditConnector obecneumBaeT uyteHune SQL-3anpocos Microsoft SQL w3 xypHanos
Windows «MpunoxKeHns».

— SymantecConnector ocyLlecTBaseT NoAkAoYeHme K 6ase aaHHbix Symantec EPM n yteHmne ee
3anucen.

— SyslogConnector ocyulectsasieT cbop cobbiTnin Syslog.

— VMwareConnector obecneunsaeT coop cobbitnin VMware ESXi.

— WinEventConnector oTBe4aeT 3a BbIYMTKY M aHaau3 xypHana Windows Event Log
KOHTPONNEPOB IOMeHOB M cepsepos Windows, a Takxe no npoTokosy LDAP npounssoant
BbIYUTKY M aHaNN3 MHPOPMaLMM 0O YUETHBIX 3aMUCAX.

B KoHconu CepumHdopm SIEM cospatoTca M HacTpauBaloTcAa MpasBuaa aHanusa, npuMeHsemble K
nepexsayeHHbIM CobbITUAM. CNUCOK AOMEHHbIX MO/Ab30BATENEN B aBTOMATUYECKOM PeXMMe MOCTyrnaeT oT
cepsepa DataCenter.

Ecan npu aHanmse cobbiTnin 6110 BbISBNEHO HapyleHue, CepunHdopm SIEM coxpaHaeT MHUMAEHT B
cobctBeHHyt0  Ha3y daHHbIX  nog  ynpasneHnem MongoDB M onoBewaer  CoOTPpyAHWKA  CAyxbbl
MHGOPMALMOHHOM 6e30MaCHOCTM MO 3IEKTPOHHOW NoyTe.

KoHconb aammnHmnctpuposaHma CepunHdopm SIEM no3BosseT CTpoUTb OTYETLI MO 3aPUKCUPOBAHHbLIM
MHUMIEHTAM, a TaKXKe 3KCMopTUPOBaTb BbiGpaHHble cobbITUA B daits.
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2. CTOMUMOCTb 1 crieupanbHble NpeasioeHuns

CTOMMOCTb NULEH3MIA NpuBeaeHbl B Poccnitckmx pybnax (HAC He obnaraeTca Ha ocHoBaHMM nn. 26
n. 2 c1. 149 Hanorosoro Kogekca Poccuiickon Geaepaumn).

2.1.
Ne | HaumeHoOBaHWeE NPOrpamMHOro EayHuua Konuyectso CronmocTtb Cymma
n/n obecneyeHun U3mMepeHus NNLEH3NI 33 eAnHULY
1 CepunHdpopm SIEM T, 144 19 004,50 2 736 648,00
BHeapeHue * 273 665,00
O6wan cymma: 3010 313,00

*B Tom uncne HAC 20%

2.2.

HeunckntountenbHoe npaBo Ha ucnosib3oBaHme CepumHdopm SIEM npeaocTaBiseTcs [0 OKOHYaHUA CPOKa
[eNCTBUS MCKtoUMUTEbHbIX MpaB Ha MO (beccpoyHas AMUEH3Ms).

B CepumHdopm SIEM B KayecTBe OCHOBHOW eauHWMUbI AMLEH3UPOBaHMA onpeaenéH «CeTesol y3en».
«CeTeBOW y3en» (He nyTaTb C «MCTOYHUK AaHHbIX») — GU3NYECKOE UM BUPTYa/IbHOE YCTPOMCTBO C COBCTBEHHOWM
OC, 0aHO3Ha4YHO MAEHTUOULMPYEMOE NO MMeHN xocTa/IP-agpecy.

MpvmMmepbl CETEBbLIX Y3/10B: CEPBEPbI, KOMMbIOTEPLI, KOMMYTaLMOHHOE 060pyaoBaHne, BUPTyasbHble
MaLLWHbI 1 Np.

HeobxoaMMoe KOAMYEeCTBO MLEH3N ONpeaenaeTca Kak CyMMa BCeX CeTeBbIX Y3708, C KOTOpbIx Byaer
nony4aTb AaHHble CepunHdopm SIEM.

2.3.

Mosnb3oBaTeNsiM  JIMLEH3MOHHOTO MPOrpammHoro obecneuverus CepunmHbopm SIEM  oKasbiBaeTcs
rapaHTMiMHoe obcay»kMBaHMe cpokom Ha 1 road. o wucTeyeHuM AaHHOTO CPOKa YCAYrM Mo TeXHWYECKoWM
NOAAEPMKKE OCYLLECTBAAOTCA Ha OCHOBAHUM OTAE/IbHO 3aK/t04aeMoro oroBopa. CTOMMOCTb OKa3aHUs yeiyr
TN n nony4yeHne obHOBNEHUIN COCTABNAET:

1. Mpn onnaTe B Te4yeHWe 3 MecALEB C MOMEHTa MCTEYEHMA MepBOro rofa ncnosab3osaHusa MO Ambo
ntoboro nocneaytollero oniadeHHoro nepmoda — 30% OT CTOMMOCTM BCEX NPUOOPETEHHbLIX MO/b30BaTENEM
nmueHsnin Ha MO, CKOpPPeKTMPOBaHHOM C yyeToM LeH Ha [10, ycTaHOBAEHHbIX AMLEH3MATOM Ha MOMEHT
NPOANEHNA NOAAEPHKKY;

2. Mpun onnate No Ucte4eHMn 3 MecsLeB C MOMEHTa UCTEYEHMA NepBOro roda ncnosb3osaHua MO anbo
ntoboro nocneaytollero onfadyeHHoro nepmoaa — 50% oT CTOMMOCTM BCeEX MPUOBPETEHHBIX MO/b30BaTENEM
nmueHsnin Ha MO, CKOpPPeKTMPOBaHHOM C yyeToM LeH Ha [10, yCTaHOBAEHHbLIX AMUEH3MAaTOM Ha MOMEHT
NpPoANeHNA NOAAEPHKKM.

B pamkax TexHWuyecko noadepkkm [lpodyKTa nNonb3oBaTensm NpeaoCTaBAfETCA:  NpaBo
MCNO/1Ib30BaHMA HOBbIX BePCUiM [poayKTa, TeXHMYeCKoe conpoBOXAeHMe NpoayKTa.

MHdopmaumsa, npuBedeHHasa B AaHHOM KOMMepPYecKoOM MpeasioKeHnn, He MOANEKWUT pasraalleHunto

TPETBUM NNLIAM.

[ata coctasneHma gokymeHTa: 26.02.2024.
Kommepueckoe npeanoxXeHne AeMCcTBUTENbHO B TeveHe 30 gHeln.



